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Next, the process continues with user password recovery in an NE 360. ... All user 
account and NE data are maintained in a database, called DCE registry, ... 

Information replication system having automated replication storage 

5 * 3p 4, 2001 - EMC Corporation 
The client control module running on the mount host receives the data ... The user 
can then recreate a password file and execute the recovery manually. ... 

System for backing up files from disk volumes on multiple nodes of a ... 

. " ^ v - * vo 9 ^ Inc. 

Note that, although the presence of this User Account Database does allow a hacker to 
... giving him the 45 assigned user name and (temporary) password. ... 



System and me thod for selective information exc hange 

Va; 31 , 2000 

A preferred embodiment of a password recovery process includes the steps of, ... 
The registered user may create a view of one or more data elements, ... 



Network-based m ultimedia co mmunications and directory system and method of 
US Pat. 5 5 p 6 1994 - Octei Communications Corporation 

The communications system of the using a password to access the message. ... 
Disaster Recovery tation of the person's name either as text data or as an ... 



Subscription access system for use with an untrusted network 
US Pat. 651 641 6 - Fiieci Jun 1 1 , 1997 - Prism Resources 
The specific operations provided are data recovery, data dump, and data ... 
password, and if it authenticates successfully, it will force the user to login. ... 



Network based multimedia com munications and directory syste m and method of 
. . \ ation 

Disaster Recovery The master database 151 includes, as described previously ... 
to the subscriber may have data stored in the subscriber's user profile that ... 

Pel comm ess n - e\ te i fo - - ic ?t j i letwc 

The Log File on the data base remaining VHs. In the VS, password change requests 
contains the date/time of the entry, log code and mes- are sent to the VH ... 



System and method for modifying software residing on a client computer that 



Current State The current state 91 1 is a data store of data describing the present 
operation of the client application 1 04, including for example, user ... 

System a c 3 i community addressing. 

Secure messages are received by using a password to access the message. ... 
Disaster Recovery The master database 1 51 includes, as described previ- 65 ously ... 

System for providing business information 

US Pat. 6801574 • Filed Nov 6, 1998 • ^ o ' , inc. 

Optionally, a password may be required of the contractor, as seen at step 110. 

... Once the contractor information is entered into the database 16 by one or ... 

System and method for real-time, personalized, dynamic, interactive voice . 
US Pat, 665S093 - Filed Dec 7, 1999 - M;cros;ra;egy, incorporated 
According to one embodiment, the calls are sent to a call database, ... and also 
determine if the request contains a valid ID/password combination. ... 

System and method for the creation and automatic deployment of personalized 

J 9, - . 1999- Microstrategy, Incorporated 

According to one embodiment, the calls are sent to a call database, ... and also 
determine if the request contains a valid ID/password combination. ... 

Method of customizing a browsing experience on a worSd-wide-web site 
US Pat. 8734888 - Filed Dec 21 , 1999 ■ PersonalPaih Systems, Inc. 
The user database 44 is a table which lists each User by UAI and includes (but 
... In password recovery, the user is challenged by the Certificate Authority ... 

Shared internet storage resource, user interface system, and method 

This bean is applicable to the file database 150, as well as user disks 970 .... 
The data transmitted by the URL is then saved in temporary X:Drive space in ... 

Method and apparatus for updating distributed databases in a ... 
US Par. 59744 ec 199 x iTs ecoa: ; incited 

By this means the transaction journal 32 is generated as required by a snapshot 
query of the user data stored in the database. ... 

Two pins-- o k <ey ocr - v oterr 

In the Fischer scheme, the user has a secret password which is escrowed. ... 
and hashing the resultant data block with a strong one-way hash function (eg, ... 

System and method for automatically providing shipping/transportation fees 

N N 9 99 - ^ 

Thus, the PDF41 7 symbology is 1 5 vide for input from a user via keyboard 1 5 and 
... communica- nected to the database, or a copy thereof, for real-time 40 ... 

System and method for controlling the dispensing of an authenticating ... 

Stamp Go 

The master password More sophisticated graphical security interfaces have ... 



registered user's database, a registration card password must be input so they ... 

Method and apparatus for displaying an interactive television program guide ... 
US Pa?. 5844620 - Filed Nov 29. 1934 ■ Oonora; Inst: oment Corporation 
The guide allows a user to determine the attributes of programming ... The database 
pages contain schedule data for time periods 50 beyond a current period, ... 
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Subscription access system for use 
nth an s us! 1 — T - - 

" N C 0 - . . \Y ' s - ^ 

The specific operations provided are data recovery, data dump, ... The login 
CGI's 68 encrypts the subscription access server's password using the challenge ... 

Key recovery system 

US Par. 6185308 - Filed Mar 26, i9S8 ■ Fujitsu Limited 

18 shows an embodiment of a key recovery system the password response message to 
the communications 50 in which a key recovery unit 51c and a data recovery ... 

AUTOMATIC CASH DISPENSER AND SYSTEM AND METHOD THEREFOR 

US Par. 3862 716 • Filed Jan 14., 1974 

An apparatus according to claim 20 wherein said tern, the encrypted value of said 
secure card property 3:) data recovery means measure a registration ... 



[application] System and method for online data recovery service 

Asystem for an online data recovery service, in which when a client system has 
... including a subscriber database (DB), authenticating the client system; ... 



[application] Home network system and method for operating the same 
US Par. App 1 0/376.292 - Fired Mar 3. 2003 - L.G Electronics Inc. 
[0031] The data recovery request unit 320 receives a control signal ... unique ID 
and a password allocated to the home network system to the portal server. ... 

System for controlling access and distribution of digital property 

US Par. 6314409 • Filed Oct 26, 1998 - Vesidlan Inloimafcoo Solutions 

Key Escrow (Data Recovery) Systems This system allows a provider of key escrow 

... configuration control rules); user and password lists, and the like. ... 

Method and apparatus for secure d ata storage using distributed databases 

US Par. 6863401 • Filed Aug 3, 1333 • Sorrel Uelwoiks Limited 

A method comprising: establishing a password associated with a received block of 

data, ... The apparatus of claim 8, further comprising: data recovery logic ... 

Secure data storage and retrieval in a clien t-server envir onment 

- ( ; 337 " Biness f- es Corporat 

This allows data recovery to be done in pieces which may be useful for audio or 
... the file's directory entry, in a local database or combinations thereof. ... 



[application] Method and system for disaster recovery of data from a storage device 



At this point, the new password and the new SSC secret key will be active and 
ready to be utilized for a disaster recovery operation. Data recovery in cases ... 

Method and apparatus 

US Pat. 6480036 - Filed Jui 8, 1838 ■■ Motorola, inc. 

Encryption and password protection for such devices may limit some access to 
these devices, but further 30 deterrence and secure data recovery can be ... 

[application] Apparatus ; and .method for protecting data on computer hard disk and computer 

In addition, the hard disc protection program can perform data recovery in response 
to ... When the user selects "Change password", the hard disc protection ... 

[application] Digital data preservation system 
US Pat. App 1 0/000,40? - Filed Nov 2, 2001 • Eastman Kodak Company 
Store index entry corresponding to file, in standard database. ... 20 then 
processes the request, in conjunction with a data recovery processor 62, ... 

Cryptographic protection of core data secrets 

US Pat. 6389535 - Filed Oct 13, 1998 ■ Microsoft Corporation 

In addition, data recovery information is escrowed so that keys can be recovered 

when a user's password is changed. Application Program 55 Claims, ... 

[application] [RECOVERY METHOD FOR MOBjLE PHONE DATA] 

' 1 ' * ' 00, 2003 

Field of Invention [0002] The present invention generally relates to a data 
recovery method, and more particularly, to a recovery method for mobile phone ... 

Method and structure for securing access to a computer system 
US Pat. 5470830 - . Nov 16, 1984 • National Semiconductoi Corporation 
... data recovery (correction) should one of the tables become corrupted. ... 
authorization information is a password which differs from a password used to ... 

[application] U.S. Patent 10197257 

US Pat. App 1 0/1 97,25? - Filed Jul 18, 2002 

[0106] Typically, the Access database of the database system 16 is stored on a 
... a Replication display 40; a Data Recovery display 42 and a Return Media ... 

[Anpii- AiioN] System i Met hod for securing transactions and computer resources with an .. 

The specific operations provided are data recovery, data dump, ... The login 
CGI's 68 encrypts the secure transaction server's password using the challenge ... 

[application] SUBSCRIPTION ACCESS SYSTEM FOR USE WiTH AN UNTRUSTED 
NETWORK 

US Pai. Aon 8/872/710 - Filed Jon 11,1 397 - Pnsrn Resources 

During a data recovery, the site administration CGI's 76 send a DR (data ... 

The login enforcer then sends a login command in its encrypted password to the ... 



Shared interne » age resource, user interface system, and method 



US Pat, 6351776 - Filed May 12 ; 2000 ■ XDrlve, inc. 



The database of metadata (the metadatabase) and the network-attached storage ... 
Password protection or other security protocols may be used to limit or ... 

i<\^ - - i >gta rc-covcry fo< vis ual ordered writes for multiple storage devices 

Two of the bytes are a "password" that indicates whether the slot 120 is being 
... In other embodiments, the password may be one byte while the following ... 
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Next, the process continues with user password recovery in an NE 360. ... All user 
account and NE data are maintained in a database, called DCE registry, ... 

Computer security system having a password recovery function which displays ... 

L 3 P r 606 625 - Filed Nov 25, 1997 - SamSung Electronics Co., Ltd. 

The video controller 20 has a video memory 22 to store screen-bound data and a 

... There, the encrypted password can be decoded and the password recovery is ... 



System and method for selective info rmation exchange 

US Par. 682020* • Filed Mar 3 1 , 2000 

Every time a data element is stored on the information exchange system, ... 

A preferred embodiment of a password recovery process includes the steps of, ... 

[application] Method and a pparatus f or court date cajcujation engine 

US Pat. App 10/201 ,563 - Filed Jul 22, 2002 

A "Password Recovery" page 21 4 is displayed after the user enters their e-mail 
address for the account and their date of birth. This data is verified when a ... 



Method of cus tomizing a browsing experience on a worid-wide-web site 
US Pat. 6734886 • Filed Dec 21 , 1999 - PersonalPath Systems, Inc. 
After uploading to the Web server 54, the clinical data is stored on the Web site 
1 0 in ... In password recovery, the user is challenged by the Certificate ... 



[application] Method and apparatus for management of court schedules 

US Pat. App ; 0/20 -i ,598 - Filed Jul 22, 2002 

A "Password Recovery" page 21 4 is displayed after the user enters their e-mail 
address for the account and their date of birth. This data is verified when a ... 



[application] U.S. Patent 9854525 

US PaL App 9/854,525 - > May 15, 800; 

One such password recovery tool is the Proof of Concept tool, available at ... 
The method comprises encrypting the data records stored on the device, ... 



Method and system for secure registration, storage, management and linkage 

Network interface layer protocols 208 specify 10 how to organize data into frames 
... embodiment for Master Authentication Credentials' password recovery. ... 



Method and apparatus for digitally signing an advertisement area next to a 



6A-6C are exemplary flow process diagrams for password recovery according to ... 
to a database subsystem and secure customers' related data, among others. ... 

Data process ng syMem 

US Pat. 6978365 • Filed Ma;' 1 ; 2000 ■ International Business Machines Corporation 
Held, "Password Recovery Windows Toolkit", 1998, International Journal ol ... 
Dillon & Yudell LLP (57) ABSTRACT A data processing system and method are ... 

[application] Method and apparatus for enrolling with multiple Jransactson enviroments 

US Pat. App 10/608,792 - Filed Jun 27, 2003 

... system 1 1 1 may involve submitting data related to, for example, a user name, 
a user password, a reconfirmation password, a password recovery question, ... 

[application] Secure remote management appliance 

3 2003 

The Call Test Server will then transmit some random data ... console to view boot 
messages and/or enter commands to perform password recovery remotely. ... 

[application] Privacy and security method and system for a World-Wide-Web site 

US Pat. App 9/747,331 ■■ Filed Dec 21 , 2000 

... a login page 16 into which a registered uses to gain access to the data on 
the Web site 10; an account recovery page 18; a password recovery page 20; ... 

[application] Method for s elling marin e cargo insurance in a network environment 

' > " . s ^ .V 2001 

Password recovery functionality is provided as part of this service. ... 9] 2-D4 
The user performs data entry of the required fields for a quote to be ... 

[application] Method and system for secure registration, storage, management and linkage ... 

... thus disabling the password recovery functionality altogether. ... The data 
points for these common information requests may be stored for each user in ... 

[application] Remote portable and universal smartcard authentication and authorization device 

US Pah App 1 0/21 5,888 - Hied Aug 9 : 2002 

[0033] As discussed above, the authentication data may be delivered through ... 
for example), as well as numerous password recovery techniques used to sniff ... 

\! ■ ceo o - d . Tiizinq a u ser's browsing experience on a World-Wide-Web site 

The Web site operator then indexes the de-identified medical data by UAL ... 

an account recovery page 18; a password recovery page 20; and a search engine ... 

Machine dependent login for on-line value-bearing item system 

3 Pa - ; 8 : 2 Stamps 

... and provide for recovery of the database to minimize or eliminate the loss of 
data. ... logging into the system, password recovery, and printing a VBI. ... 

[application] Ouf-of-band remote management station 

US Pat. App 10/461 ,820 ■ Filed Jun 13 : 2003 

A modem can often be configured by having the Data Terminal Equipment (DTE) it is 



... It would be useful to be able to perform password recovery without ... 

[application] Apparatus, systems and methods for online, multi-parcel, multi-carrier 

i 

[0024] The System generates a set of printable shipping label data in response 
... 8 through 1 1 are graphic representations of exemplary Password Recovery ... 
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Next, the process continues with user password recovery in an NE 360. ... All user 
account and NE data are maintained in a database, called DCE registry, ... 



System and method for selective information exchange 

, " ^ r . " \ ^ - Filed Mar 31 , 2000 

First, the registered user selects one or more users and one or more data elements. 
For each user, the key chain database is searched for every record ... 



Method of customizing a browsing experience on a world-wide-we b site 
US Pat. 6734888 - Filed Dec 21 , 1999 - PersonalPaih Systems, Inc. 
After uploading to the Web server 54, the clinical data is stored on the Web site 
1 0 in the user database 44. The user database 44 is a table which lists ... 



Computer security system having a password recovery fu nction whic h displays 

US Pat. 6067625 - Filed Nov 25, 1997 - SamSung Electronics Co., Ltd. 

If the user has entered the user ID number at step S42, the current set user ID 

data is read from the memory and another determination is made at step S44 ... 



[application] Method a nd apparatus for court date caicuiation engine 

US Pat. App : 0 20 » 563 • FsieO . 22, 2002 

The data in this table is also used when displaying formulas to the user in a 
hierarchical folder format. [0042] A user database 106 is included in the ... 



Method and apparatus for digitally signing an advertisement area next to a ... 

US Pat. 7240037 - Filed Oct IB. 2000 - Stamps.com 

6A-6C are exemplary flow process diagrams for password recovery according ... 
The database record containing each user's PSD data is referred to as the "PSD ... 

[application] Method and apparatus for management of court schedules 

US Pat. App -i 0/20 ; .528 Filed Jul 2/7 2002 

The data in this table is also used when displaying formulas to the user in a 
hierarchical folder format. [0044] A user database 106 is included in the ... 

i? pi \ ,-•> ri apf t : for enro ing with multiple transact on env^ oments 

Each database may be organized in any suitable manner, including as data ... 
system 1 1 1 obtains the data, user 109 and/or transponder system 113 may be ... 



[application] U.S. Patent 9854525 



US Pat. App 9/854,525 - Filed May 15, 200: 

One such password recovery tool is the Proof of Concept tool, available at ... 
such as a user or an application, accessing the data records in a database. ... 

Method and system for secure registration, storage, management and linkage ... 

The database servers have redundant configurations that provide full ... 

not require that the user input all of the User Profile data initially and/or ever. ... 

[application] Method I and I system for secure regsstration, storage, management and linkage ,,, 

US Pat. App 9/759,225 ■■ Filed Jan 16, 2001 

The inventive system will search the inventive system's network database of ... 
storing and managing Authentication Credentials and User Profile data for ... 

Machine dependent login for on-hne value-bearing item system 

US Pat, 7251632 - Filed Oci 18, 2000 • Stamps, com 

The system also includes a database for all users' information. ... for each user 
that stores that user's information, however, data specific to that user ... 

[application] Method of customizing a user's browsing experience on a World-Wide-Web site 

US Pat. App 10/689,988 •• Filed Oct 22, 2003 

3 is a block diagram illustrating the transfer of user data from the Health ... 

a password recovery page 20; and a search engine 22 which a user may use to ... 

[application] Privacy and security method and system for a World-Wide- Web site 

, ; ^ ; ' - . 2 ' o ^ \v 2 1 2000 

These databases include a user database 44 which contains ... V4.0 Service Pack 
5; Microsoft IIS Option Pack v4; and Microsoft Data Access Components. ... 

y a )nj Meth od for selling marine cargo insurance in a network environment 

Password recovery functionality is provided as part of this service. ... 9] 2-D4 
The user performs data entry of the required fields for a quote to be ... 

[application] Apparatus, systems and methods for online, multi-parcel, multi-carrier ... 

.S^r -V: v 872 o • o v V, 2001 

[0024] The System generates a set of printable shipping label data in response 
to a shipping label print request by a user and sends the set of printable ... 

\a:-vu .uio-j Secure lemote management appliance 

This can reduce long distance charges and provide for a faster connection when 
the primary data network connection(s) are up. In addition, the user has the ... 

[application] Ouf-of-band remote management station 

US Pat. App 10/461 ,820 - Filed Jun 13 2003 

The remote user has access to a calculator or method of encrypting the random 
.... It would be useful to be able to perform password recovery without ... 

System and method for establishing historical usage-based hardware trust 

US Pat. 71 74454 ■ Plied Jun 18, 2003 - America Online, inc. 

The 10 usage history is updated every time a user is authenticated from the ... 



password recovery and conflict resolution 20 between the legitimate user ... 

[application] System and method for establishing historical usage-based hardware trust 

US Pat. App ; 0/465 J 63 •■ Fiied Jun 18, 2003 

In the case of lost or stolen passwords, the enhanced hardware-based trust 
facilitates password recovery and conflict resolution between the legitimate user ... 
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Database recovery apparatus and 

method of using dua! plane nonvolatile memory 

US Pat 5913213 - Fieri Fed 4 ; U397 ■ Electronics and Telecorrirnunications Research institute 
As described above in conjunction with the construction and operation of the data 
recovery apparatus, since the database recovery apparatus of the present ... 

Method and apparatus for insuring database data integrity without data ... 
I 3 P r 6651 ( f 3 - Sled Way 23, 2000 - International Business Machines Corporation 
6A illustrates a flowchart of a method for inserting large data objects into a 
database table as illustrated in FIG. 3 without requiring data recovery ... 

System and method for providing a backup copy of a database 

The invention also provides a recovery method for a computer database system which 
... the recovery method comprising updating the remote database data by ... 

System and method for improving data recovery performance 
. " ^ ' \\ \ '9«3 - international Business Machines Corporation 

One advantage is that DBMS data availability is improved because less logs are 
scanned during a database recovery operation. Another advantage is that ... 

Database recovery to any point in time in an onhne environment utilizing ... 
US Pat. 6732123 • Filed Feb 23, 1998 - international Business Machines Corporation 
These change accumulation database data sets are used as input during database 
recovery. In order to create the change accumulation data, ... 

Computer program product and program storage device for improving data ... 
US Pat. 5561 ?m - Filed jun ?, 1335 international Business Machines Corporation 
In the prior art, as disclosed by Cms, RA, "Data Recovery in IBM Database 2", 
IBM System Journal, Vol. 23, No. 2, 1 984, in order to minimize the amount of ... 

Method for mana g in g database recovery from faiiure of a s hared store in a ... 



US Par. 528061 1 - Filed Nev 8, 1991 - international Business Machines Corporation 
RA Crus, "Data Recovery in IBM Database 2", The challenge in the prior art has 
been to bound the IBM Systems Journal, Vol. 23, No. ... 

System and method tor arranging database restoration data for efficient data . 

17 18 audit data banks. Transaction termination does not need to 5. ... A method 
for collating database recovery information 20 10. ... 



Data recovery system and data recovery program recorded medium 



$918 ■ Filed 998 ( <ai s h a 

FIG. shows a flowchart of data recovery processing performed by the controller 10. 
First, if a portion of the data 60 stored in the database 16 fails and ... 

System i and met^ 

US Pat. 6230143 - Filed Nov 1 1 : 1 998 ■ Valassis Communications, Inc. 

... data extracted from the database by the extract module; a data recovery system, 

... transmitted by the data recovery system to upload into the database; ... 

Method and m 

US Pat, 661SS22 - Filed Jan 3, 2000 - Oracle International Corporation 
Since recovery logs effectively become a historical repository for all changes 
made to the database data, the 45 information recorded in the recovery logs ... 

System Land method for reco 

US Pat, 6594676 - Filed Apr 10, 2000 - International Business Machines Corporation 
Users usually run change accumulation periodically so that when a database data 
set in a change accumulation group requires recovery, the time required to ... 

Intelligent page store for concurrent and consistent access to a database by ... 
US Pat. 53 - c eb 25 1991 - international Business Machines Corporation 
To read or modify database data, pages description and the appended drawings. 
... "Data Recovery in IBM processor and new query version creation. Database ... 

Data recovery in a transactional database using write-ahead logging and file ... 

US Pat. 8173292 - Filed Mar 4, 1998 ■ international Business Machines Corporation 

DATA RECOVERY IN A TRANSACTIONAL DATABASE USING WRITE-AHEAD LOGGING AND FILE 

CACHING BACKGROUND OF THE INVENTION 1 . Field of the Invention The present ... 

Data recovery system 

A method for recovering data in a database of database records, following a 
failure of a media containing said database, said data recovery using a backup ... 

System and method for demand-base data recovery 

? Machines Corporation 

As shown in the data subset database 84 of FIG. 4, data subsets V A , ... 
Forward recovery processing is used when the current state of the data set is ... 

Database index journaiing for enhanced recovery 
US Pan 4819156 - Filed Jun 13, 1986 ■ Internationa; Business Machines Corporation 
1 and FIG. 2. ences do not address efficient recovery of database FIGS. 6a-/ are 
a general flow diagram of the index indexes relating to data spaces. ... 

Soft checkpointing system using log sequence numbers derived from stored ... 
US Pat. 504 pr i 3 c c s< co c o i 

Recovery Log This refers to a sequence of the just-described log records which 
thereby records all changes made to the 60 database data pages in the order ... 

Method and apparatus for efficiently recovering from a failure in a database ... 
US Pat. 6567928 ■ Filed May 23 2000 - International Business Machines Corporation 
For example, a relational database system, typically stores data in tables. ... 



The recovery log consists of an ordered list of redo/undo actions and ... 

Method and system for fast recovery of a primary store database using ... 
US Pat. 5721916 ■ Filed f 8 d 6, :«96 - Tsjsfonafctiebojag&l LM Ericsson 

• * j / j »uJ: ii ,c » types of data. A "primary store" database 10 is a non- 

mG- 2 illustrates a system failure recovery operation in persistent memory ... 
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